Acceptable Use Policy for Employees
Executive Summary
Computing is an integral part of the academic and business functions of the school district. Many
school district functions that an employee encounters in carrying out their job and duties will
require that employee to interact with the computing infrastructure and available resources. The
computing resources at Dixon Public Schools are the property of Dixon Public Schools. Dixon
Public Schools reserves the right to take all necessary measures either proactively or in reaction
to an event or the possibility of an event to protect those computing resources.
This document outlines the basic expectations of Dixon Public Schools on how each employee
will interact with the district computing systems. Each employee is expected to conduct their
computing use in a manner that in no way jeopardizes the availability of the district system or
any connected system whether owned by the school district or some other entity. Additionally,
Dixon Public Schools strictly prohibits the use of its computing facilities to engage in, participate
in, or be party to any illegal activity. The school district will monitor its systems in order to
protect against such activity. Additionally, school district employees are exposed to and have
access to sensitive data and information, it is expected that the employee will take every known
action to protect the privacy and sensitivity of those resources and information.
Any violation of this policy will result in corresponding disciplinary action by the school
district. Employees suspected to be in violation of this policy will be reported to the appropriate
authorities.
All employees of Dixon Public Schools are expected to be familiar this policy and agree to
adhere to it prior to using any computing related facilities. Acceptance will be considered as a
condition of employment with the school district.

Purpose
The purpose of this policy is to protect the Information Technology resources and the data that is
contained in, or manipulated by those IT resources as used in the daily employment duties of the
school district employee. The equipment, software and data used by each employee are
expensive and vital assets of Dixon Public Schools that it is the duty of every employee to
protect. In addition, Federal and State statutes protect the privacy of much of the information
available on school district computer systems.

Policy
It is the policy of Dixon Public Schools that: Dixon Public Schools computing resources are the
property of Dixon Public Schools to be used for school district-related business. Employees have
no expectation of privacy when utilizing school district computing resources, even if the use is
for personal purposes. The school district reserves the right to inspect, without notice, the
contents of computer files, regardless of medium, the contents of electronic mailboxes and

computer conferencing systems, systems output, such as printouts, and to monitor network
communication when:
1. It is considered reasonably necessary to maintain or protect the integrity, security or
functionality of school district or other computer resources or to protect the school
district from liability:
2. There is reasonable cause to believe that the users have violated this policy or otherwise
misused computing resources;
3. An account appears to be engaged in unusual or unusually excessive activity; and
4. It is otherwise required or permitted by law. Additionally, the user name and computing
services of the individuals involved may be suspended during any investigation of misuse
of computing resources.

General Guidelines
All data pertaining to student records, school district administration, any Federal or State
information, and any other information not explicitly deemed public shall be considered
confidential and will be safeguarded by each employee having access to that data. All employees
will adhere to Federal and State laws concerning privacy. Official releases of data under
Freedom of Information requests are to be routed through Central Office.
All school district data, public or private, will be stored in such a manner as to reasonably protect
it from loss due to equipment failure, fire, theft, sabotage or human error.
Any computer tape, disk (hard drive, CD or floppy) or other storage medium used to store
sensitive school district data must be totally erased or rendered unreadable before it is discarded
or disposed of through property transfer or surplus. Employees should contact the Technology
Department through the Help Desk for assistance if necessary.
All employees will safeguard their computer user names and passwords. No employee will allow
unauthorized persons access to school district data or computing or network resources by sharing
their user name and password
No employee will knowingly create access into the computing network in such a way as to
bypass the school district security systems. Employees will make reasonable efforts to insure that
no software or hardware under their control allows unauthorized access to school district data.
No employee will attempt to use the school district network to gain unauthorized access to other
computing resources or data, nor will they knowingly attempt to disrupt the operation of any
computer system or network.
No employee will knowingly violate software licenses or copyrights during the course of their
job duties or at any time while using district equipment or software. Employees are responsible
for producing proof of license for any software installed on their school district-supplied
computer. Licenses for personally-owned software installed on a school district computer must
be kept with the district technology director.

No employee will use school district data, computing resources or the network for illegal
activities or for personal gain.
All employees will safeguard the software and data resources on their workstation or personal
computer by installing school district-licensed virus protection software.
All employees will do their best to ensure all software or data is virus-free before it is installed or
loaded on a school district computer system. Any detection of a software virus will be reported
immediately to the Technology Department through the Help Desk.
No employee will use the school district email system to falsify the identity of the source of the
messages; send harassing, obscene or other threatening email; attempt to read, delete, copy, or
modify the email of others without their authorization; or send, without official school district
authorization, "for-profit" messages, chain letters, or other unsolicited "junk" mail.

Disciplinary Sanctions
The school district will impose disciplinary sanctions on employees who violate the above
policies. The severity of the imposed sanctions will be appropriate to the violation and/or any
prior discipline issued to that employee.
I understand that should I commit any violation, my access privileges will be revoked, and
school disciplinary action and/or appropriate legal action will be taken.

